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Quantum computing is available and in use
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Digital security is based on mathematical problems

Current popular cryptographic algorithms rely on one of three hard
mathematical problems:

» the integer factorization problem, Used mainly for:
» Digital signatures

» Key exchange (establishment of a
» the elliptic-curve discrete logarithm problem common symmetric key)

» the discrete logarithm problem

Challenge:
Factorization find prime factors Computation time
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DIGITAL SECUTTY e oo nfaf et oy

... can be broken by a sufficiently powerful quantum computer

Current popular cryptographic algorithms rely on one of three hard
mathematical problems:

» the integer factorization problem, Used mainly for:
« Digital signatures

» Key exchange (establishment of a
« the elliptic-curve discrete logarithm problem common symmetric key)

» the discrete logarithm problem

Challenge:
Factorization find prime factors Computation time

232278756443554916483436144302814961299403168472741726378629
043050821809225325073582179649272923967859532854739028287315

SSonaaacasedtiazesi0s000140s oasLTd e suasaszaseni 00839702 — * Most powerful computer today:
millions of years
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Quantum algorithms affect current cryptography ditterently

128 (no impa‘ct; (theoretlca“y)

Security

“halved”

Name function pre- post-quantum
quantum security level
security
level

Symmetric cryptography

AES-128 [1] block cipher | 128 64 (Grover)

AES-256 [1] block cipher | 256 128 (Grover)

Salsa20 [2] stream cipher | 256 128 (Grover)

GMAC [3] MAC 128

Poly1305 [4] MAC 128 128 (no impact

SHA-256 [5] hash function | 256 128 (Grover)

SHA-3 [6] hash function | 256 128 (Grover)

Public-key cryptography

RSA-3072 [7] encryption 128 broken (Shor)

RSA-3072 [7] signature 128 broken (Shor)

DH-3072 (8] key exchange | 128 broken (Shor)

DSA-3072 [9, 10] signature 128 broken (Shor)

256-bit ECDH [11, 12, 13] | key exchange | 128 broken (Shor)

256-bit ECDSA [14, 15] signature 128 broken (Shor)

*

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-131Ar3.ipd.pdf
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Quantum Algorithms

Grover’s algorithm

Quadratic improvement in brute-force
attacks on symmetric encryption
schemes like AES., however, full size
implementations considered impractical
or highly inefficient for a long time*

Shor’s algorithm

Exponential improvement in attacks
on asymmetric encryption schemes
like RSA, ECC, ElGamal.
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What do we need asymmetric cryptography for?

Confidentiality Authentication Integrity Nonrepudiation

To protect information from To identify the entities involved To ensure communication is not To ensure that authorship
being disclosed to In a communication or changed between entities. or receipt of a message
unauthorized entities. transaction. can not be disputed.

This type of cryptography provides the foundation for trust in our digital activities,
services, business models and ecosystems.

Powerful quantum computers remove the basis of trust from all these digital
activities, services, business models and ecosystems.
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Cryptography is everywhere

Cryptography touches every corner of
the digital world

Internet
Domain Name Service(DNS), Hyper-text Transfer Protocol
(HTTP), Telnet, File-Transfer Protocol (FTP)

Digital Signatures
eIDAS — PDF Advanced Electronic Signature — (PAdES),
Advanced Electronic Signatures (AES), ...

Critical Infrastructure
Code updates, Control systems, Car systems,...

Financial Systems
Payment Systems: (EMV, CHAPS, Fedwire, Target2, EURO1Z, ...),
SWIFT, Settlement Systems, ...

Blockchain
Wallets, Transactions, Authentication

Enterprise
EMAIL — PGP, Identity Management PKI/LDAP/.., Virus
scanning patterns, PKI Services, Bespoke applications, ...
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Upgrading digital infrastructure takes a long time

Passports — 10 years from issue
Road Vehicles — 15-20 Years
Critical Infrastructure — 25-30 Years
Aircrafts / Trains — 25-30 Years

(Some) Critical Mainframe Applications — 50 Years

Data needs to stay secure for a long time
HIPAA — 6 years from its last use, Securities exchange act

Tax Records —7-10 Years in most countries, Sarbanes Oxley
Legitimate Interest under GDPR — 20+ years

Guide 0068 - Clinical Trials — 25 Years

Toxic Substances Control Act / Occupational Safety and Health Act

29



What will a cyber criminal be able to do?

Availability of “cryptographically relevant”
quantum computer

...after

< ...before

Harvest
confidential data

O
—7

Decrypt
lost or harvested
confidential data

Disrupt
business with
manipulation

N f'\\ 1
A,

Manipulate
digitally signed
contracts and legal
history

in order to decrypt by breaking through fraudulent by forging digital
them later encryption authentication signatures
Urgency ¢ N
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Complexity

31



Development Roadmap
2020 @

Applying algorithms

to applications

Discovering new
algorithms for
advantage

Orchestrating
workloads for
quantum + HPC

Accurately
and efficiently
executing on
quantum
computers

Hardware

@ cCompleted
W) On target

2016-2019 @

Ran quantum circuits
IBM Quantum Platform

IBM Quantum Experience

Early

Canary
5 qubits

Albatross

16 qubits

Penguin
20 qubits

Prototype
53 qubits

on

Falcon

27 qubits

2021 @

Qiskit Runtime

OpenQASM 3

2022 ®

2023 ®

Resource Management

Qiskit ®

Serverless

Execution

modes

Dynamic Error
Circuits mitigation

127 qubits

IBM Quantum

2024 2025 2026 2027 2028 2029 2033+

Code assistant @)

Functions ® Use case ¥)  Computation
benchmarking libraries
toolkit

Advanced ®  Advanced ®  Utility mapping %) Circuit libraries
tools

classical classical
mitigation tools

transpilation tools

Plugins (©) Profiling tools %) Workflow
for HPC accelerators

200K CLOPS Utility-scale Fault-tolerant ISA
dynamic

circuits

Heron
(5K)

Error mitigation

5K gates
133 qubits

Nighthawk
(5K)

Nighthawk
(.

Error mitigation

7.5K gates
120 qubits

Nighthawk Nighthawk
(10K) (15K)

10K gates 15K gates
120 qubits 120 qubits

Starling
(100M)

100M gates
200 qubits

Blue Jay
(B)

1B gates
2000 qubits

Error mitigation

5K gates
120 qubits

Up to 120x3 =
360 qubits

Up to 120x9 =
1080 qubits

Up to 120x9 =
1080 qubits




Progress happens in leaps...

The international journal of science /15§

nature

Code cuts overhead
for quantum error
correction by 90%

CUTTING .
THROUGH

Error mitigation empowers quantum “

processor to probe physics th
methods can’t reach *

Quantum error correction below the surface code threshold

® Google Quantum Al and Collaborators
(Dated: August 27, 2024)

Quantum error correction [1-4] provides a path to reach practieal quantum computing by combin-
ing multiple physical qubits inlo a logical qubit, where the logical error rate is suppressed exponen
tially as more qubits are added. However, this expenential suppression only occurs if the physical
error rate is below a critical threshold. In this work, we present two surface code memories operating
below this threshold: a distance-7 code and a distance-5 code integrated with a real-time decoder.
The logical error rate of our larger quantum memory is suppressed by a factor of A = 2.14 + 0.02
when increasing the code distance by two, culminating in a 101-qubit distance-7 code with 0.143% +
0.003% error per cycle of error correction. This logical memory is also beyond break-even, exceeding

ils best_physical aubit’s lifetime by a factor of 2.4 103 We maintain_below-Lhreshold nerformance
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An Efficient Quantum Factoring Algorithm

Oded Regev*

Space-Efficient and Noise-Robust —
Quantum Factoring

15 can be factorized by independently running a quantum cirenit
times_ and then using polynomial-time classical post-processing.

Seyoon Ragavan Vinod Vaikuntg = Google The Keyword
MIT MIT
sragavan@mit.edu vinodv@mit . . -
June 27) 2024 L E SAFETY & SECURITY
. Quantum frontiers may be
closer than they appear
< Share

cryptography migration to 2029.

We're setting a timeline for

Securing Elliptic Curve Cryptocurrencies against Quantum Vulnerabilities:
Resource Estimates and Mitigations

Ryan Babbush, ! * Adam Zaleman,' T Craig Gidoey,** Michael Broughton,!
‘I'anuj Khattar,! Hartmut Neven,! ‘'hiago Bergamaschi.*? Justin Drake,® and Dan Bonch?
Y Qoogle. Quantum AT, Santa Barbara, C'A 93111, United Stofes
2 Departinent of Compuler Science, Unweersily of Califormia Berkeley, Berkeley, CA 94720, Uniled Slales
3 Kthercum Foundation, Zeughausgasse Ta, 6300 Zug, Switzerland
4 Department of Computer Science, Stanford University, Stanford, CA 94305, United States
(Dated: March 30, 2026)

Shor’s algorithum is possible with as few as 10,000 reconfigurable atomic qubits

Madelyn Cain'*f, Qian Xn"?*1 Robbie King', T.ewis R.B. Picard', Harry Levine'?,
Mannel Endres’?, John Preskill’>2, Hsin-Yuan Huang'?, Dolev Bluvstein':*$
L Oratomic, Pasadena, Colifornia 91125, USA
2 California Institute of Technology, Pasadena, California 91125, USA
3 Department of Physics, University of California, Berkeley, California 94720, USA
T mecain@oratomic.com, ' qru@oratomic.com, | dbluustein@aratomic.com
*Chese aulhors conlvibuled cquolly

(Dated: March 31, 2026)




Global recommendations and converging milestones 2030-2035

‘ 2025 ‘ 2026 ‘ 2027 ‘ 2028 ‘ 2029 ‘ 2030

‘ 2031 | 2032 ‘ 2033 ‘ 2034 | 2035

CNSA 2.0 mandatory from end of 2031 onwards

NN L7
71 NS

Laia | National Cyber ‘ ‘ . ‘ -
Fody Security Centre Migration of systems with highest priorities

\ o L
% European Migration of high risk use cases
== Commission

https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA 2.0 _FAQ_.PDF
https://www.ncsc.gov.uk/guidance/pgc-migration-timelines
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
IBM Research / © 2026 IBM Corporation

NIST: RSA & ECC not

permitted anymore

AllL NSS systems g-safe by 2035

Migration of all systems, services,
products

Migration for medium risk use cases completed,
for low risk as much as feasible
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what about Switzerland?

c Schweizerische Eidgenossenschaft Eidgendssisches Finanzdepartement EFD
Confédération suisse > " Co
Confederazione Svizzera ees T R COpEaKEmmi NS

Confederaziun svizra

Rolf Oppliger, NCSC

(mit Unterstiitzung von FUB Kryptologie) 24; Februar 2016

14. August 2020 (aktualisiert)

Technologiebetrachtung

Quantencomputer und Post-Quanten-
Kryptoarafie i

Départomant fadéral do ta détonse,
da la protection de I population et des sports DOPS.

Office fédéral de la cybersécurité OFCS.

Schweizerische Eidgenossenschaft
1 Eil o Confédération suisse
In den Medie
aus fir aktue
digkeit von F
erstattungen
eingesetzten
aufgezeigt w
Implikationer 16 mai 2024
und was sict

el

Considérations technologiques

Ordinateur quantique et cryptographie post-
quantique

1 Introduction

Pas plus tard qu'en 2019, dans la revue scientifique Nature, Google a annonoe avoir aﬂelm
la suprématie quantique’. Les médias parlent
des dangers et des quien pour les actuels et de la nécessité
de pouvoir utiliser la cryptographie en toute sécurité, y compris face aux ordinateurs
quantiques. Parfois, cet écho médiatique fait aussi naitre de grandes incertitudes et craintes
concernant Ies limites de la cryptographie. Le présent guide s'attache donc & décrire

d'un Ies pi qu'il pose pour la
sécurité de le concept de post: i (CPQ) et les
domaines ou il faut intervenir.

hllps Jlwww. ncsc admm ch/ncsc/de/home/dokumentation/technologiebetrachtung.html
jNOvjz3EBDi/Action%20Plan%20t0%20a%20Quantum-

ActionPlantoa
Quantum-Safe
Financial Future

NG
* Swiss Banking ~ QuantumBasel

Quantum Computing
in Banking

Les . 1 o1 g

tandl £ohl e S hisionr Bakion

-

hitps.//www. w] sbanking.ch/_ Resources/Persistent/2/8/0/e/280e835{95ee449a7306046260ch6b0bbd0736b2 /Expert%20report%20for%20Quantum%20Computing%20in%20Banking.pdf

https://www.finma.ch/de/news/2026/07/20260709-mm-am-05-2
https://www.parament.ch/de/ratsbetrieb/suche-curia-vi eschaeft? Affairld=20263628

IBM Research / IBM Corporation © 2026

2 finma

v Bewilligung v Uberwachung v Durch g v Dok i v FINMA

FINMA Public

Home » News » FINMA-Aufsichtsmitteilung zu Quantum Computing

News

09. Juli 2026 Medienmitteilung 2026

FINMA-Aufsichtsmitteilung zu Quantum
Computing

Die Eidgendssische Finanzmarktaufsicht FINMA verdffentlicht
ihre Aul ..,

i 253628 | Cybesichergilurs X A ~ E X
publizi¢
Risiken € > C @ @ he-curia-vista/ga paffairld. B B R %% I @ =
Massna

/ leistung rﬂ'l

ORGANE RATSBETRIEB UBER DAS PARLAMENT  SERVICES  INTERNATIONALES

PARLNET KONTAKT LEICHTE SPRACHE

HOME = RATSBETRIEE = SUCHE CURIA VISTA

e

Cybersicherheit und digitale Souveranitat. Eine nationale Roadmap
firr den Ubergang zur Post-Quanten-Kryptografie in der Schweiz

Eingerelcht von: JUILLARD CHARLES
Dic Mi Fraktion. Dic Mitte. EVP.
Die Mil »

Einreichungadatum: 11.06.2026

Eingoroicht im: Starderat

Stand der Beratungen: I Knmunission des Nalionalials

() GESCHAFT DRUCKEN

WEITERFUHRENDE [
UNTERLAGEN
AMTLICHES BULLETIN

INFORMATIONEN ZUM
VERFAHREN BEI MOTIONEN
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Conclusions
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Organizations should

— Put quantum safe on
the agenda

— Appoint and empower
internal roles to drive
related activities

— Keep track of
(Quantum) technology
progress and adjust
plans where necessary

— Share key insights and
recommendations
across organizations

Industry associations
should

Establish competency
groups and provide
guidance to industry

Prepare and share solution
templates for members
within the industry

Provide platform to
exchange insights,
experience and best
practices

Stay aligned and interact
with government and
regulatory bodies
regarding industry
implications

Government bodies

should consider to

— Provide ongoing
information and
detailed guidance to
organizations and
industry associations

— Issue regulations to
support consistency
and interoperability

— Foster exchange of
insights and experience
between industries

— Expedite certification of
industry relevant
technology products
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The time to act Is now
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