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The same problem, for a different reason

Shadow IT and Crypto Sprawi

What: IT tools or services used without the What: Keys and certificates created and used

knowledge or approval of IT across many applications, systems and teams

Why: Teams look for quick solutions to their Why: The number of cryptographic assets grows

needs over time

Result: IT may not know what is in use Result: No complete overview of cryptographic
assets
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Quantum Computers

Should You Be Worried?

| Existing signing algorithms can be broken with
Quantum Computers

— Shor’s algorithm (1994) allows quantum
computers to efficiently factor large prime
numbers

— Today’s cryptography will need to be
replaced

— Algorithms remain secure and have not yet

been broken

/ No consensus for when we might reach “Q-Day”
- “Early 2030s” — BSI, Germany
— Guidance for transition plans to follow

o 25 October 2026
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Is Quantum Computing a
Cybersecurity Threat?

BY DOROTHY E. DENNING

Although guantum computers currently don't have enough
processing power to break encryption keys, future versions
might.
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NIST Guidance

/ Guidance for the digital signature standards commonly in use today:

RSA 112 bits of security (2048-bit) Deprecated end Dec 2030

(PKCS #1 v1.5 & PSS) Disallowed end Dec 2035
128 bits of security (3072-bit) and Disallowed end Dec 2035
above

Deprecated end Dec 2030

/  Similar guidance recently from the BSI in Germany: Disallowed end Dec 2035

Scheme RSA DLIES ECIES DH ECDH .

Key Length [ in bits 3000 3000 250 3000 250 Dlsa"owed end DeC 2035
Reference [91] 2] [2,67] [2,118] [2,118]

More detailed informationin Section 2.3.2 Section 2.3.3 Section 2.3.4 Section2.3.5 Section 2.3.6

Recommended until 2031 2031 2031 2031 2031 Disallowed end DeC 2035

Table 2.2: Recommended classical asymmetric encryption and key derivation schemes as well as
key lengths and normative references.

-~ https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-13 1Ar3.ipd.pdf

https://www.bsi.bund.de/EN/Themen/Untemehmen-und-Organisationen/Standards-und-Zertifizierung/T echnische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102_node.html .
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What Should We Use Instead?

W

The ‘Post-Quantum Cryptography
Standardization’ competition announced by NIST
in 2016

From 69 submissions, 3 ‘QC safe’ algorithms
selected in 2024
- FIPS 203: ML-KEM (CRYSTALS-Kyber)
- FIPS 204: ML-DSA (CRYSTALS-Dilithium)
— FIPS 205: SLH-DSA (SPHINCS+)

— More algorithms arriving, including
FALCON (FN-DSA) and HQC

Migration will not be a trivial project and requires
careful planning

— Could take as long as 5-10 years

25 October 2026
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NOTE:

“the existing algorithm standards for symmetric
cryptography are less vulnerable to attacks by
quantum computers. NIST does not expect to
need to transition away from these standards
as part of the PQC migration”

https://csrc.nist.gov/pubs/ir/8547/ipd
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Quantum Computing

Anything Else | Should Worry About?

“Harvest Now, Decrypt Later”
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The signals are converging fast

Regulatory Direction

United States Europe and Germany United Kingdom m

= NIST IR 8547 (draft, Nov = EU PQC roadmap: national = NCSC: discovery and an = NCSC technology brief (8

2024): quantum- vulnerable roadmaps by end 2026, high- initial plan by 2028 Dec 2025): harvest-now-

algorithms deprecated after risk use cases by 2030, full - Early, highest-priority decrypt-later “argues strongly

2030, disallowed after 2035 transition by 2035 o in favour of implementing
migration by 2031 PQC”

= Executive Order 14412 (22 = EU Cyber Resilience Act: - Complete migration by 2035

Jun 2026) »Securing the essential requirements apply = Federal PKI (BIT): migration

Nation Against Advanced from 11 Dec 2027 in planning phase

Sjpeg el AiEEe - France (ANSSI): plans to - FINMA (9 Jul 2026):

mandates: key establishment

bv 31 Dec 2030. diqital stop certifying security institutions need a clear PQC
sié natures by 3 1’ DSC 2031 products without quantum-safe strategy and roadmap
(high-value and high-impact SRl e by - SIX (Apr 2026): “We
federal systems) = Germany (BSI TR-02102): absolutely have to get to grips
RSA-2048 and ECC-224 not with PQC... right away”

recommended after 2031

NIST IR 8547: https://csrc.nist.gov/pubs/ir/8547/ipd
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Quantum Computing

PQC Readiness of Common Tools

OpenSSL Hybrid X25519MLKEM768 default since 3.5 ML-DSA, SLH-DSA since 3.5 LTS until April 2030
OpenSSH mlkem768x25519 default since 9.9 Experimental composite ML-DSA-44  Default since April 2025
+ Ed25519 since 10.4; hybrid in 10.6
(Oct 2026)
IKEv2 (VPN) ML-KEM hybrid still an IETF draft (v09, July PQC authentication draft at version Cisco 10S XR 26.1.1 and
2026) 12 (Aug 2026), in RFC Editor queue FortiOS 7.6.6+ interoperate
with Cloudflare ML-KEM
Browsers (Chrome, Edge, Hybrid key exchange default Not yet Chrome plans Merkle Tree
Firefox, Safari) Certificates
TLS servers (NGINX, Traefik) NGINX Default with OpenSSL 3.5+; Traefik Blocked on Go support (Traefik) Traefik since 3.4.2; NGINX
with Go 1.24+ with OpenSSL 3.5+
Code signing Not applicable ML-DSA (FIPS 204) and LMS/XMSS  Tool support to be confirmed

(NIST SP 800-208) standardized

OpenSSL 3.5 release notes: https://openssl-library.org/news/openssl-3.5-notes ; OpenSSH 10.0 release notes: https://www.openssh.org/txt/release-10.0 ; IETF draft-ietf-ipsecme-ikev2-mlkem:
https://datatracker.ietf.org/doc/html/draft-ietf-ipsecme-ikev2-mlkem ; IKEv2 PQC signature authentication draft: https://datatracker.ietf.org/doc/html/draft-ietf-ipsecme-ikev2-pgc-auth ; Cloudflare IPsec ML-KEM changelog:
https://developers.cloudflare.com/changelog/post/2026-04-30-ipsec-post-quantum-third-party/ ; Cloudflare PQC support table: https:/developers.cloudflare.com/ssl/post-quantum-cryptography/pgc-support/ ; Cloudflare, “Post-

Quantum Encryption”: https://radar.cloudflare.com/post-quantum
=
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The Migration Challenge: Shadow Crypto

Keys and certificates outside central control
Found in applications, cloud services, certificates, HSMs and suppliers
You cannot migrate what you cannot see

N~ YN NN

You cannot protect what you do not know you have

Where keys and certificates live today

.> 25 October 2026 Swiss Cyber Storm 2026 9



Migration Planning

Developing Your Migration Plan

By 2028 By 2035

Discovery done and plan drafted All systems migrated

Today

Assign owner and start the inventory

Assign an Build the Draft and Confirm Replace Test, deploy,
owner inventory prioritize suppliers outdated tech monitor
One clear owner, Keys, certificates, Biggest risks and Post-quantum Unsupported or Stay crypto-agile as
backed from the top devices, disks, hardest tasks first strategy with orphaned standards evolve
tapes, utilities production-ready components
timelines

Steps 1-3: by 2028 Steps 4-5: by 2035 Step 6: continuous

Medium Quantum Sundays 62: https://medium.com/@adnanmasood/quantum-sundays-62-enterprise-blueprint-for-post-quantum-cryptography-migration-3e75e9d85136 ; The Applied Quantum
PQC Migration Framework & Methodology: https://pgcframework.ora/
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One Central, Crypto-Agile Key Store

During the migration, build one central place for your keys, with crypto agility at its core.

D

25 October 2026

Key Management Solutions

Database Key Management
Centralised key management for TDE

Disk & Volume Encryption
Key management for LUKS and full disk
encryption solutions

Storage & Backup Encryption (KMIP)
Key management for SAN, NAS storage,
and backup

Cloud Key Management
BYOK / HYOK

Application Security

Container & Virtualisation
Key management for container
orchestration and virtualisation
environments

Al-Powered Key Management
Al-powered conversational interface for
key management

KMS Ul

e APIs & Protocols
o PKCS #11
REST API (TSB)

Certificate Discovery
Scan enterprise networks, build
cryptographic asset inventory

Certificate Management
Issue, store, manage X.509 certificates
with HSM-powered keys

e KMIP

N
5ecurosys

CloudHSM
il 5 [Ple= s 5

HSM on-premises

Compliance Monitor
Specify compliance profiles and monitor
key adherence

HSM Deployment Options

sanliqede) pacuepy

Swiss Cyber Storm 2026
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Why Hardware Security?

/|  Software keys = soft security
— Keys are exposed and vulnerable
— Easy to see with the naked eye, trivial for an algorithm or Fg/ ._ SRR

an Al Agent : sokec el {3 |

“Playing "Hide and Seek" with Stored Keys” (1999)

Adi Shamir, Nicko van Someren
https://www.digiater.nl/openvms/decus/vmslt99a/sec/keyhide2.pdf

/ Hardware Security Modules: validated and certified

/ Important: Your chosen Key Management solution needs
to support hardware-based key protection

£% Common Criteria

-~

.> 25 October 2026 Swiss Cyber Storm 2026
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Certificate Management

Certificate Management Matters

S

Digital Certificates (x509v3) add the identity
— Also specify policies and expiry dates!
Certificates must be centrally monitored and
managed to prevent outages.

Real world examples:

— Microsoft Teams outage, 2020

— Ericsson UK mobile disruption, 2018

— Apple services issue, 2023

CA/Browser Forum changes
— March 15, 2026: 200 days
— March 15, 2027: 100 days
— March 15, 2029: 47 days

25 October 2026

software certificate

Swede Jesus!

A Shown Nehols in San Frangiem Thy 6Dec 2018 2020UTC

Ericsson says an expired software certificate caused the outage that left tens of millions
in the UK unable to call or text from their mobile phones, nor use 4G connections, on
Thursday.

The Swedish equipment maker, which manufactures much of the backend gear in the
world's cellular networks, said today the downtime was due to an expired cerfificate in a
version of its management software used by European telcos to provide semvices to
subscribers.

Expired certificate equals non-working software equals non-working mobile: service for
folks. The solution presumably invelves reissuing certs to all affected core network
nodes, and given how long the downtime has lasted, this may require manually updating
the software node by node.

“During December 6, 2018, Ericsson has identified an issue in certain nodes in the core
network resulting in network disturbances for a limited number of customers in multiple
countries using two specific software versions of the SGSN-MME (Serving GPRS
Support Node — Mobility Management Entity) " the supplier said, rather downplaying tens
of millions of screwed-over punters as "a limited number of customers.”

Crucially, it added:

An initial root cause analysis indicates that the main issue was an expired
certificate in the software versions installed with these customers. A complete
and comprehensive root cause analysis is still in progress. Our focus is now on
solving the immediate issues.

Why millions of Brits' mobile phones were
knackered on Thursday: An expired Ericsson

ThaV/arga / tecn 7 Hevews / scence / Entartanmen:

Mlerosoft Teams goes down after

Microsoft forgot to renew a certificate

/ Oops

Swiss Cyber Storm 2026
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Crypto Sovereignty

Cloud & Digital Sovereignty

Forbes

/| Ensure ‘data sovereignty’ - retain control over

cloud-hosted data %

] Microsoft Gave FBI Keys To Unlock
/" BYOK and HYOK allow customers to: S P

— Generate encryption keys in-house Privacy Flaw

The tech giant said it receives around 20 requests for BitLocker keys a year and
will provide them to governments in response to valid court orders, But

- P rOVid e I i m ited -ti m e a CceSS to CI Ou d iojogp:mni;g(eé\pple and Meta set up their systems so such a privacy violation
providers

— Withdraw access to prevent misuse or
offshore disclosure

— Reclaim, cancel or migrate data

/' HYOK (such as DKE, XKS or ‘Cache Only
Keys’):
— Key held directly by you

— Ability to cut off third-party access at any
time

arly last year, the FBI served Microsoft with a search warrant, asking it to
E provide recovery kevs to unlock encrypted data stored on three laptops. Federal

investizators in Guam believed the devices held evidence that would help prove
individuals handling the island’s Covid unemployment assistance program were part of

a plot to steal funds.

-~
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Crypto Agility

Summary

Cryptographic keys are central to the security solutions deployed today
Find your keys and take control of them

Manage keys in a KMS, and keep the most important keys in hardware
Keep certificates under central control and automate renewal

Don't ignore your cloud deployments

Build crypto agility into every new system

B e

And start the PQC migration now

“Start while it's a project, before it's a crisis.»
Marin Ivezic, CEO, Applied Quantum

-~
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Questions?

Talk to us after the session

Q Max-Hogger-Strasse 2
8048 Zurich p wi|
Switzerland wdltsos

+41 44 552 31 00

'

info@securosys.com

K

Some illustrations were created with Al tools. All content was reviewed by the speaker.
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Key Management

What Is a Key Management System?

/| Integrates with applications and secure devices
— via KMIP protocol - Key Management
Interoperability Protocol (OASIS)
/A capable KMS provides:
— Secure key generation and backup
— Lifecycle management (rotation & expiry)
- Compliance
— Discovery
— Secure access controls
- Logging and audit functionality

A well-managed KMS is essential for PQC
migration and long-term crypto agility.

.> 25 October 2026 Swiss Cyber Storm 2026
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Securing the Cyber Space

Cryptography Key Drivers in

Compliance Privacy
/ GDPR / Confidentiality
/ Industry regulation: Health, / IP Protection
Finance, Payment / Network encryption (TLS,
/ Qualified signature VPN)
/ Blockchain

-~

S 25 October 2026

IT

Cyber Protection

/ Encryption to prevent data
breaches and theft (data at
rest, DB column & TDE,
drive, cloud data, DKE)

/ Access control (Oauth, JWT)

/ Verifiable authenticity
(sMIME, document signing)

Swiss Cyber Storm 2026 18



Quantum Computing

Reality Check: You’re Already Using PQC

March 2024 Apri-2025
Chrome OpenSSL
5 -® ®- O
November 2024 vy | NN ~ | October 2025
| Firefox , ‘ | Apple

“over 50% (and rising!) of human traffic is protected”
Cloudflare - https://blog.cloudflare.com/pq-2025/

“eight of the Top 10 websites now support X25519MLKEM768”

Prof Bill Buchanan OBE - https://medium.com/asecuritysite-when-bob-met-alice/

Google  EYoulube r@ @ChatGPT @reddif X 'PJ

.> 25 October 2026 Swiss Cyber Storm 2026
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Cryptography where is it used

Securing the Digital Space

/  Encryption / Digital Signature

Record encryption,
homomorphic enc. /

DB encryption (TDE, Signature
always encrypt)

File encryption

SSL/ TLS encryption

Drive encryption

Layer 2 encryption

Key Management

.> 25 October 2026 Swiss Cyber Storm 2026 20



Typical Encryption Landscape

A Layered Challenge

0-1 years

Base IC level Component Infrastructure Control Application
TPM Disk encryption Ingress Control / TLS ssh ’ Any Win / Azure app,
termination Authenticode
Smartcard, elD, MACSec EAP-TLS VPN, IKE https / TLS Signtools (e.g. code
access systems signature)
Secure Enclave Bootloaders / BIOS OpenSSL / TLS syslog PKI
CPU crypto IEEE 802.1X EAP CMS / sMIME SNMP Public CAs
accelerators
' Oauth, JWT, SAML ] | DBs
Code signature / e.g. 0-2 vears IAM / Access control
1-3 years 1-3 years PGP RPM packages y
Crypto libraries ‘
I 0-1 years

& 25 October 2026 0-2 years
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Performance of PQC

PQC sizes and performance

Algorithm | Security | Standards | Pub key | Private , Signature | Sig time

key
(bytes)

RSA 3072  128b FIPS 186-5 384 384 384 10

ECC (384) 192b FIPS 186-5 96 48 256 5

ML-DSA L5 FIPS 204 2,6KB 4,8KB 4.6KB 5

SLH-DSA  L2l5  FIPS 205 32-64 | O(n*pk) 50.0KB 100

(256)

LMS/XMSS L2-L5  SP800-208 32-128 [O(n*pk) | Log2(n)*32 100

ML-KEM L5 FIPS 203 2,6KB 4,8KB 4.6KB 5

FN-DSA L5 FIPS 206* 1,8KB 2kB | 1.3KB 5 Performance

Message size

D 25/10/26 Swiss Cyber Storm2026 22



Unified Key Store, Many Access Protocols

PKI Secrets Databases Cloud key store IAM VM NAS, DB
------------- [ ’-----------------—\\. ’-_______--_--_---\\ /7 STTTTTTI T TN AN ( '---______~\\
3 L TR V : I b : . D=
: 5 ' OpenBao ;- : | : ; | | :
E @ | ‘~-________h___\{a_lilf__/ | % ORACLE' | E /! i \__/'
i ENTRUST i i $OL Server DATABASE i i AZ u re i
: § _CNG NN O

________________
_________________

Site 1| Site 2

=11 KMIP REST KMIP XKS PostgreSQL

KMS Layer -

------------------

Automation

I
HSM 1 HSM-2 1 HSM-3
|
|
. k1Pl el ! T4 W74

I

|

-~ 1
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CyberVault

Enterprise Integration

/ One KMS for many environments » WS Dnaases Oy o s
- PKI & certificates: issuance, storage, R D e v
templates, and expiration monitoring e
- Databases: TDE master key management s ey L
— Storage & backup: KMIP-based integration connectors !
— Disk & volume encryption: LUKS and full-
disk encryption Policy |>| Inventory |>| Evidence |> | Monitoring |~ Reportingj Compliance

Unified Interface

- CIOUd BYOK and HYOK Scenarlos Generate |> Store > | Distribute |>| Rotate || Destroy Key Lifecycle
— Containers & virtualization: etcd, secrets, -
VM encryption, virtual SAN (
~ Applications: REST API, PKCS#11, JCE, Primus HSW w
MS-CNG ) T ? t Automatic Key Replication,

HA, Load Balancing
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Step 1: Know What You Have

Inventory every key, certificate and algorithm

Record which systems and owners use them (CBOM)

Use discovery tools to scan the network

Keep the list maintained, not a one-time exercise

FINMA expects a comprehensive and maintained cryptographic inventory

B e e
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Shadow Crypto

More Security Means More Keys...

/ Organisations have faced increasing
regulations around data security

— GDPR: Article 32 requires "appropriate
technical and organisational measures"

— Swiss FADP (revised): appropriate
technical measures for personal data

- PCI DSS: Mandates strong encryption for
cardholder data

/| ‘Crypto Sprawl’ — a plethora of security
solutions using cryptography, holding vital key
material
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