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REAL-LIFE CASE 2026: CREDIT CARD FRAUD & SIM-SWAPPING

21.02 19.03 21.03 24
@ @, @, @,
Victim checks into hotel 11:20 Mobile signal lost Mobile signal lost Angther unguthorisecj SIM
in Dubai 13:11 Nofification CC added Notification of change of activated via Cockpit
to Apple Wallet subscription More CC transactions, all
13:45 CC transactions in Shop tried to sell new phone cards cancelled again and
Riyadh (Petrol station, Mobile re-issued
Shop) Malicious SIM finally
deactivated )
SMS with malicious link to Mobile signal lost, new SIM Requested TelCo to stop all Confirm use of falsified
“fix” Roaming package card subscriptions Passport copy to attain new
Further suspicious CC In the evening, escalation to SIM card / number
transactions, additional cards TelCo’s President of the Board New SIM used to swap
blocked victim'’s SIM, after 14 failed
O O O O attempts
According to haveibeenpwned, victim’s data was comprised 7 times, latest in 2026

TIR e

hift in attack surface: Apple ID, Google Account, etc. are targets as they synch passkeys and
manage wallets

SIM Swapping being misused as part of the weak migration or recovery processes for accounts
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$579.4 Billion in Scams & Schemes

Clobal losses to consumers and businessas from impersonaticn, confidence,
advance fee, employment, and cyber-enabled scams, as well as bank fraud losses
from payments, check and credit card fraud.

™9.2% 2023-2025 Compound Annual Growth Rate

$211.5B
~18.3%

Americas EMEA? Asia-Pacific

Rank Fraud Account to Account hccourt to Account Account to Account
(F Payments. $132.78 t13.7% Payments. $107.58 .9% Payments. $199.18 12.3%

Check. $3420 + Credit Card $3.00 Credit Card $11.98 1C3%
Credit Card $23.88 1322% Check $376.0M .7% Check $4.08 L1°.8%

Cyoer-Enabled $77B 1244%  Advance Fee $11.58 % AdvanceFee $9.0B ~203%
Consumer &
Business Fraud Advarce Fee $6.86 120.2% Cyber-Enabled $418 Impersonation. $5.4B 1186.6%
i Employmant $256 1271%  Emgloyment $2.28 Cyber-Enabled $2.48 112.9%
Impersonation. $23B +210% Impersonation. $1.98 Confiderce. $2.28 M14.6%

Confidence $1.4B 122.2% Confidence $1.6B_116.6%  Employmren: $927.2M 19.8%

2025 Nasdaq Global Flnancml
Crime Report lists $57 |
losses due to scams worIdWIde
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Cyber-Enabled Fraud in 2025

R —e
Cyber-enabled fraud includes complaints where nghllghts
criminals use the Internet or other technology to 452,868 Complaints
commit fraudulent activities, often invalving the $17,697,074,980 Losses
theft of money, data, identities, or the creation of 5
counterfeit goods or servic Cyber-enabled 45% of 2025 Complaints,
fraud is responsible for almast 85% of all losses 85% of 2025 Losses
reported to IC3 in 2025.

Age Ranges of Cyber-Enabled Fraud Reporting

60+ m
50-5¢
40-4S @
30-39 &
20-29 &

20/Under

Top 5 Cyber-Enabled Fraud Crime Types by Count
Extortion; 89,129
Investment; 72,984
Non-Payment/Non-Delivery; 56,478
Tech Support; 47,794

| Government Impersonation; 32,424

Top 5 Cyber-Enabled Fraud Crime Types by Loss
_ Investment;
$8,648,617,756
BEC; $3,046,598,558
Tech Support; $2,134,675,818
Confidence/Romance; $929,287,469

Government Impersonation; $797,943,193

2025 FBI Internet Crlme Complcunt
Center Report lists $ \ 1 of
Fraud Iosses olone N The USA

An estimated
has been
lost to scams

worldwide in the last 12
months...

Value lost to scams, see methodology page.

Among those that lost money, Austria
has the hlghest average loss, with Saudi
Arabia and Australia on 27 and 3 place

Ten highest average loss* Ten lowest average loss

Austria $288510 $112.03 Romania

Saudi Arabia $114.85 Indonesia

Australia $116.41 Tarkiye

Belgium $130.20 South Africa
Singapore $13613 || Vietnam

New Zealand $139.58 Pakistan

Canada $1,64781 $15312 | Sweden
United Kingdom $15643 | Egypt
Switzerland $175.79 India

United States $191.84 Philippines

Global Anti-Scam Alliance

estimates the 2025 fraud loss to

be OT Switzerland at
[ 1 in 9Th ploce W|Th an
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COMMERZBANK

Die Bank an lhrer Selte

Choose your payment method:

Payment upon collection

Invoice

Credit or debit card

PayPal

A 4

Ao Wailter

Google Pay

The increasing usage of Arificial New digital payment services The continuing digitalisation also
Intelligence open new attack also provide additional attack opens new fraud channels like
methods like Deepfakes as well vectors due to lack of security QR Code

as Synthetic Identities mafturity
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Digital Fraud is increasing 15 - 20% annually

Fraud detection will be overwhelmed

We need to become
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TRIDENT DIGITAL FRAUD RESILIENCE FRAMEWORK ™

www.prod.ch/trident

> "‘J)‘
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» Secure Design * Anomaly detection * Funds recovery

* Awareness * Fraud intelligence » Takedown

* Collaboration * Black Listing * Investigation - Forensics
* Verification * Enhanced Surveillance

Fraud Risk Management & Taxonomy
Alignment Cyber Security Risks
Continuous Fraud Risk Monitoring
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CONSUMER
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* Inform * Payment monitoring * Report & cancel credit

* Exercise Secure card
behaviour e Deactivate wallet

» Security settings » xID password change

* Treat credit and debit cards the same way as cash
* No copies of IDs and Passports
« Secure password (Passwordless, 2FA)
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PLATFORM PROVIDER & TELCO
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 TelCo: Employee * Effective SIM Swapping  Effective SIM Swapping
Training SIM Swapping detection remediation

* Robust authentication & * Detect multiple * Activity logging
recovery (without SMS) duplicate transactions transparency

* Fraud taxonomy and proactive threat monitoring
* Securing account and key material (passkeys, e-wallet content)
* TelCo: Robust authentication for Online On-boarding

Copyright prod ag 20/10/2026



FOR A QUICK WIN, IT WOULD LOOK MORE LIKE A PASTRY FORK
THAN A TRIDENT!

« Spread awareness
« Promote secure
behaviour

« Standardised /
Tailored fraud
taxonomy

* Fraud (& Cyber) Risk
Involvement during
the whole life-cycle
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ROLE OF THE
REGULATORS

FINMA GUIDANCE ON
MANAGING DIGITAL FRAUD
RISKS (02/2026)

MONETARY AUTHORITY OF
SINGAPORE (MAS) FRAUD
FRAMEWORK

Copyright prod ag

FINMA GuIDANCE 02/2026

Operational risk
management in relation
to digital fraud risks

Fraudulent use of
accounts opened online
(Deepfakes)

Money laundering
prevention

MAS FRAUD FRAMEWORK

TECHNOLOGY RISK
MANAGEMENT AND E-
PAYMENTS USER PROTECTION
GUIDELINES (EUPG)

SHARED RESPONSIBILITY
FRAMEWORK SRF (PHISHING)

RESPONSIBILITIES FIS
RESPONSIBILITIES TELCOS

WATERFALL
REIMBURSEMENT

APPROACH Fl > TEL >

PROTECTION FROM SCAMS
BILL
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» BE AWARE OF AND
UNDERSTAND HOW THEY OPERATE

KEY TAKE-F-AWAYS e REVIEW YOUR AND HAVE A
SYSTEMATIC APPROACH > FRAUD RISK MANAGEMENT
PROGRAM
e CLEAR FOR
DOWNLOAD YOUR COPY OF THE  DIGITAL FRAUD AND CYBER SECURITY INTERSECT —
FRAMEWORK HERE! TEAMS NEED TO WITH EACH OTHER

e KEEP YOURSELVES INFORMED

o NCSC WEEKLY REPORT
(

» CYBERCRIME POLICE | )

o (CREDIT CARD SECURITY ( )
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Q&A

THANK YOU!

PLEASE FEEL FREE TO SEND QUESTIONS TO
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