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The professional and ethical hacker team

We protect our clients by attacking them!

Identify vulnerabilities before criminals can exploit them
Assess and prioritize vulnerabilities (risk-based)

Evaluate remediation measures

20 professional hackers
From apprentices to PhDs

Ages ranging from 18 to 40+ years
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Guest WiFi — What could go wrong? SWISS CYBER SECURITY

* Open shares
» Credentials guessed
« Domain controller reachable

« Standard user was granted to much privileges in the
domain which led to domain administrator privileges

PASSWORD
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What can happen if a device gets stolen? SWISS CYBER SECURITY
« BitLocker enabled

* How does BitLocker work?
« TPM sniffing

o

® TPMraw SPI @

Rd: TPM_DATA_FIFO_0, Data: 0000002200200563deSbb94fadadaf6111625ad6c60fb198f7d221f60591df36f0db40fdaede0020b38d38b2af1a32d34679f951f8¢
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> Trigger View 4 .
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Physical attack vectors are often underestimated
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« Webserver running
« Device name leaked in server header

« Smart sensor

Signin

« Used at construction sites, tunnels, railways,
critical infrastructure, etc.

http

Username

Password
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IOSINT

Default password = serial number
Default WiFi name contains serial number

Let’s look at war driving data!
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I Binary script uploader
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I Exploitation

* We have access to the webserver

 We can upload a script

=>» Create a script containing a reverse shell and upload it to the
device

connection fron

whoami
root

InfoGuard
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Charging Station
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Smart Kitchen

























































































































