ETHzurich SCION

ELEVATING SECURE COMMUNICATION

SCION: A Next-Generation Internet

for Next-Generation Security

IETF update and everyday use cases

Adrian Perrig
ETH Zurich, Network Security Group




SCION Overview in One Slide

Path-based Network Architecture

Control Plane - Routing

» Constructs and Disseminates
Path Segments

Data Plane - Packet forwarding

+ Combine Path Segments to Path

» Packets contain Path

+ Routers forward packets based on
Path

» Simple routers, stateless operation
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Key benefits

«  Path transparency enables geofencing
Multipath communication

*  Failure resilience, rapid failover

*  Protection against routing attacks

«  Strong Sovereignty via Isolation Domains

Particularly valuable in sectors that require reliable,

trusted communication

SS*N created growing ecosystem
> 20 NSPs offer global SCION connectivity

Native SCION apps can unlock the full
potential SC,\Q&
SCION
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Secure Swiss Finance
) & Network (SSFN)

321 participants (banks, insurers)

Secure Swiss Healthcare
o Network (SSHN)

Secure Swiss Utility Network
| (SSUN)

Secure Swiss EFTPOS Network
(SEPN)

T Mostly rely on SCION-IP-Gateway (SIG)
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Native SCION Adoption
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SCION-enabling Applications

For developers

» Drop-in socket libraries

» Typically < 20 lines of code to SCION-
enable application (e.g., netcat) @ The Rust
Programming

» Caddy < 100 lines of code Language

@ python’
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 Application library will perform (_{) Java
bootstrapping, even without any =
installed prerequisites in OS

































