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TLP:CLEAR

Y The Incident

* Victim found some malicious DLLs on their on-prem
servers

* These DLLs where used to exfiltrate data from the
victim’s corporate network

« Sadly, we don’t have more knowledge about the
incident itself
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Taking a Closer Look at the IPs

* |P addresses involved were associated

with Swiss Internet Access Providers
(IAPs)

» All of them were associated with
consumer grade residential internet
lines (Cable, DSL, Fibre)

* OSINT has not shown any kind of
suspicious activities from these IPs
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TLP:CLEAR

Y Taking a Closer Look at the IPs

 Who or what is behind these Swiss IP

? addresses?

[ )

5 « How to obtain subscriber data for those Swiss
@ IP addresses?

* Why would a Threat Actor use Swiss IP
addresses for attacking Swiss targets?
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Y The Challenge

FedeMal Act
on the SUngillance of Post and Telecommunicatiqp

(SPTA)

of 18 March 2016 (Status as of 1 September

- @ Section 1 General Provisic
- (@ Art. 1 Material scope of appligsion

' This Act applies to the surveillance of post zg#telecommunications ordered an® ried out:

a. in the course of criminal gg#eedings;

b. in execution of a ggMest for mutual legal assistance;

c. in the sea Or missing persons;

d. in yMNg persons on whom a custodial sentence or custodial measure has been imposed;

s ithin the scope of the Intelligence Service Act of 25 September 2015 (IntelSA);
in the course of mobile phone localisation in accordance with the Federal Act of 21 March 1997° on Measures to SafeWggrd Internal
Security (ISA).
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The Challenge

* Wrote letter to the subscribers of the
affected internet lines, asking them to get
In touch with us

* Reached out to the corresponding
iInternet access provider (IAP), asking if
they could relay our letter to the
subscriber on our behalf

e Several subscribers reverted back to us

Federal Department of Defence, Civil Protection and Sport DDPS
National Cyber Security Centre NCSC
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Following the Rabbit Hole

- Called everyone who reverted back to us, explaining
them the situation

* Visited them on site with the goal of an initial
assessment and forensic analysis of devices

 Cha
>
>

lenges:
_imited time on site

_imited forensic equipment on site

» Subscribers had multiple, different devices on site

Federal Department of Defence, Civil Protection and Sport DDPS

National Cyber Security Centre NCSC
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What did we find?

Source: brack.ch

Federal Department of Defence, Civil Protection and Sport DDPS
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Y What is an ORB network?

ORB = Operational Relay Box

Covert proxy networks [Traversal Nodes
Adversary [ i [ Victim ]\
[ controlled Servers ]\ [ Relay Nodes ]-\ Exit Node ]\
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TLP:CLEAR

What is an ORB network?

- Components: Contains various types of nodes:
- Virtual Private Servers (VPSs)

- SOHO routers
- |loT devices

- Architecture:
- Relay nodes, used as entry point
- Traversal nodes, used for traffic obfuscation
- Exit nodes, used as egression point (victim facing)

- ORB Types:
- ORB-as-a-Service (contractor quartermaster)
- In-house ORB network production
- Mix: Custom protocols on top of contracted ORB networks

Federal Department of Defence, Civil Protection and Sport DDPS
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Why Threat Actors Use ORBs?

 Cover traffic
e Access victim’s infrastructure, data exfiltration

- Bypass geo restrictions and detection
* e.g. location awareness

« Exploit common local legal restrictions on
network traffic monitoring
* i.e. CH-to-CH traffic is excepted from the NDG

Federal Department of Defence, Civil Protection and Sport DDPS
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